Any organisation using the internet to conduct business is vulnerable to violation of security. Currently security in most organizations relates to protection of data and the management of their business information systems. Hence, security is often defined as the protection of information, the system, and hardware; that use, store and relocates that information. Governing information and the secure use of Information Technology (IT) is essential in order to reduce the possible risks and improve an Organisation's reputation, confidence and trust with its customers. One of the importance success factors for an organization to adopt and use the cloud effectively is information security governance (ISG).
but they are not specific to the cloud. Virtualization is related to open-source shared application server, database, and middleware components. The multi-tenancy model has introduced security problems as it is based on virtualization and sharing resources (hard disk, application software, and virtual machine) on the same physical machine. This chapter will present an overview of information security governance, the risks and vulnerabilities when moving to the cloud.
Introduction
Cloud computing is a delivery model for information and services using existing technology like virtualization, distributed computing, utility computing and web services. Security is the key issues for cloud computing success as cloud users feel a lack of control over their data stored in cloud computing. One of the most problematic elements of cyber security is the quickly and constantly evolving nature of security attacks, risks and threats. The security issues need to be governed to ensure that the organisation can survive and thrive. Ongoing attention and countermeasures are required to protect organisational data and information assets.
Governing cyber security is required for the sustainability of an organisation through effective direction and control of all the possible security risks, threats, and vulnerabilities. Since one of the key aspects of governance is mitigating security risks in the enterprise environment in general and in cloud computing in particular, cloud adoption security risks as well as security issues in virtualization layer in cloud computing have to be addressed.
Information security governance (ISG) is a sub set discipline of corporate governance.
Businesses that rely on information technology (IT) to hold and process their data and information have many advantages over non-IT approaches, but it also brings cyber security threats (IT Governance Institute 2003). Consequently, for the sustainability of the organisations they should use ISG at all levels of the organisation with consideration of all the significant security risks that may influence the organisation negatively in achieving its mission, goals and objectives. As well as aligning their strategies with the organisational objectives.
Several Information security governance best practice standard-based frameworks are available, but there is no fixed framework for an organisation as it depends on several factors (Calder and Moir 2009 ). Because Information security governance is one of the important success factors for an organisation adopting and successfully using cloud, this article clarifies the concept of governance and the necessity of its factors. The security of the cloud, associated privacy concerns, causes many organisations to "apply the brakes" as they think through their particular cloud computing concerns. Security concerns include physical security and simple access to facilities and equipment, as well as logical security, industry compliance requirements, auditability, and more (Pearson 2013 ). Furthermore, the security risks have potential influence on the acceptance of cloud computing in most of the world. One of the main problems notable by big organisations is the amount of cost on the IT infrastructure.
When an organisation is considering using cloud computing, there is a need for professional's cyber security skills for designing and building a cloud (KPMG, 2011) . In addition, before using cloud computing, every organisation should consider the multiple dimensionality posed by security risks (Fumei Weng and Ming-Chien Hung 2014).
Security risks affect different infrastructure layers, which are the application layer, network layer, data storage layer, virtualization layer, trust layer and authentication and access control layer. Virtualization is one of the main concepts used for constructing cloud computing. It is the foundation for sharing resources for multiple cloud users but it has related security risks for instance, virtual machine (VM) isolation, VM migration, VM drawback, VM escape, VM sprawl, and VM image sharing. Multi-tenancy is one of the characteristics of cloud computing which is used to shared Infrastructure, application and platform resources among multiple users (Abd et al. 2015) . Security experts consider multi tenancy as vulnerable.
This chapter consists of three sections, security governance, cloud security risks and cloud virtualization issues. The first section provides an overview of the governance concept in an organisation and its necessity. This section begins with corporate governance followed by its two components IT and security governance including an explanation of each concept and the necessity to be implemented in an organisation. Furthermore, some of the best practises principles and standards as well as effective factors are highlighted. The second section provides an overview of the security and security risks in cloud computing and a clear definition of both considering features that related to the cloud computing adoption and cloud security risks that affect the cloud computing adoption. The third section provides an overview of virtualization and multi-tenancy starting with an explanation of each component. Then the main security risks related to virtualization security layer are illustrated.
Information Security Governance,
In order to examine Security Governance and its place in an organisation, we first examine the role of Corporate Governance and Information Technology Governance.
Corporate Governance (CG)
Corporate governance (CG) is "the system by which companies are directed and controlled" (Cadbury 1992) and it has been defined as:
"The set of relationships between a company's board, its shareholders and other stakeholders.
It also provides the structure through which the objectives of the company are set, and the means of attaining those objectives, and monitoring performance are determined" (OECD 1999).
The main objective of good CG is the enhancement of the organisational value and success in the long-term view for its all stakeholders and shareholders (Müller 2003) . A vital factor in economic growth, financial stability, social development, good decision-making, and successful operation in an organisation is good CG. Moreover, CG ensures security confidence by monitoring and controlling the operation of the organisation (OECD 2004).
Governance is the responsibility of the board of directors. Therefore, setting organisation's strategic and goals, supervising the management, providing leadership and reporting to shareholders that all subject to laws and regulations are their responsibility (Cadbury 1992) .
Governance is unlike management because boards do not manage day-to-day activity but direct and control the organisation, ensure that shareholders and stakeholders desires are met (Love et al. 2010) , and create an appropriate organisational culture to achieve organisation's goals (de Oliveira Alves et al. 2006 ). Therefore, the organization is directed by producing the policies, standards and procedures and controlled by measuring, monitoring and reporting compliance (von Solms and Vonsolms 2006) .
Corporate governance became a world-wide topic in 1980s after many corporate crises and the financial collapses in several developed economies that raised questions regarding the ethics of their CG (Lessambo 2013 ). There were several investigations in UK notably after the collapse of Maxwell Communication Corporation plc in 1991, in order to improve CG the Cadbury report was published in 1992, and the Greenbury report in 1995 (Jones and Pollitt 2004) . Due to the powerful interest and the high quality process of Cadbury's committee investigation, Cadbury report on the Financial Aspects of Corporate Governance has been distinguished from all other reports and has been implemented internationally (Lessambo 2013 ).
The cadbury code of best practice was developed to strengthen the effectiveness of the board system in order to achieve high standards of corporate governance, financial reporting and auditing confidence based on compliance with disclosure, and clear understanding of responsibilities and expectations of each person involved. The code is based on three main principles, openess and information disclosure, integrity of fianancial reports and honesty, and There is no single universal framework of CG that fits all organisations because the actions of the boards and the frameworks are subject to their country's law and regulations (Cadbury 1992 ; OECD 2004).
By adopting CG framework, an organisation will have the opportunity to use their resources efficiently with accountability for its stewardship, and align the interests of individual, organisation, and society (Weill and Ross 2004a). CG is not just about complying with rules and regulations; CG is about principles (OECD 2004).
IT Governance (ITG)
Information technology (IT) is critical to enterprise success. It assists the enterprise to accomplish a competitive advantage since it increases the enterprise efficiency and productivity and reduces cost. However, IT creates different types of risks and threats such as hardware and software failure, human error, computer viruses and social engineering.
Therefore, understanding of IT issues and strategy is required for secure and successful operational sustainability and extensibility of an organisation, if it is to be controlled and governed efficiently (IT Governance Institute 2003). Long-term success of an organisation requires that IT and business be strongly tied together in order to maximize the benefits of IT and reduce its uncertainty (Posthumusa and Von Solms 2005) . IT governance (ITG) is the means for deciding who makes what decisions about the use of IT and the accountability framework creation that drives the desired behavior in the use of IT (Weill and Ross 2004) . ITG has been defined as "The structure of relationships which links IT processes, IT resources and information to organisation strategies and objectives to direct and control the organisation in order to achieve the organisation's strategies and objective" (Abu-Musa 2007).
ITG is the responsibility of the board of directors and executive management in particular because IT expectation and reality often do not match. ITG is a subset discipline of corporate governance, and should not be considered in isolation (IT Governance Institute 2003).Thus, to accomplish the objective of corporate performance, ITG should be developed based on the principles of corporate governance (Weill 2004 ). Ko and Fink (2010) illustrated the concept of ITG by framing its scope of functions since the concept is not yet consistent and mature because of the disconnection and the concentration between the industries, developers of the ITG best practice frameworks. Ko and Fink (2010) grouped the view of ITG into three collaborative and complimentary dimensions: structure, process and people. The structure dimension consists of the structure of the IT functions, IT decision-making authority, and the mechanism for the organisation to manage its IT. The process component includes IT activities that have to be aligned with strategic business objectives, and performance tracking for organisational improvement achievement and positive outcomes sustainability. People is the third collaborative dimension that has received less attention in literature. Leadership is one of the ITG key success factors that distinguishes the organisations with top performance from the others ones. Leadership is required to ensure that IT activities achieve the goal of the organisation. Furthermore, clear understanding of roles and responsibilities, commitment and participation with transparency, and awareness and understanding are the sub components of the dimension. As it can be seen, all of these ITG components and sub components work and cooperate with each other (Ko and Fink 2010).
ITG best practices, standard-based frameworks, have been developed by internationally recognized organisations. These frameworks are control objectives for Information and related technology (COBIT), and ISO/IEO 38500. COBIT has been developed by IT Governance Institute (ITGI) which is part of Information systems audit and control (ISACA). Its objectives are the alignment of IT and business, maximize the benefits of the use of IT, the use of IT resource responsibly, and manage and mitigate IT risks (Ko & Fink 2010) . ISO/IEO 38500 has been published by ISO organisation, and its aim is the effective, efficient, and acceptable use of IT in all organisations (Sylvester 2011) . Both COBIT and ISO/IEO 38500 are principle-base and provide a high-level governance framework that focuses on what to be done rather than how, and these are the most comprehensive ITG frameworks (Sylvester 2011) . The main principles of COBIT 5 are meeting stakeholder needs, covering the enterprise end-to-end, applying a single integrated framework, enabling a holistic approach, and separating governance from management (Vander Wal 2012). While ISO 38500 is based on six principles responsibility, strategy, acquisition, performance, conformance, human behavior (ISO 38500:2008).
There is no universal ITG framework or standard that has the best ITG structure and effective processes and implementation because ITG on an organisation depends on several factors (Calder and Moir 2009 ). Successful implementation of an ITG framework requires stakeholders' involvement from all business levels (Rau 2004 ). In addition to the management support and leadership from all management levels (Calder and Moir 2009).
Information Security Governance (ISG)
Data and information held on IT systems are valuable and critical to the business of the organisation because the value of a business is concentrated in the value of its information.
Most organisations rely on IT to store and process information; therefore, it is essential to maintain Information Security. In the ever-changing technological environment, the threats to Information Security from viruses, hackers, criminals, and terrorists are increasing as well as the threats to information from errors, loss, misuse, or disclosure. Consequently, organisations need to incorporate effective information security program into the everyday practice performed that must be proactive, and cope with the technological changes and the growing cybersecurity risks effectively (IT Governance Institute 2006). information security includes the protection of information assets in all of its forms; digital physical and people as well as information systems in all of its situations in transit, processing or storage from attack, damage or misuse (Love et al. 2010 ). The main objectives of Information Security are protecting information confidentiality by ensuring that it is accessible only by authorized people and only disclosed to authorized people; preserving information integrity by safeguarding its accuracy and completeness and preventing unauthorized modification; promoting information availability by ensuring its availability when it is required by authorized people; and exchanging information with trust, authenticity and non-repudiation (IFAC 1998; IT Governance Institute 2006; ISO 17799).
For effective and successful information security, active involvement of executive and senior management is required in order to evaluate emerging security threats and the organisation's response to them, and to provide strong cyber security leadership. This involvement is the integration of Infromation Security with CG, the overall governance. Infromation Security needs to be addressed at the strategic level of the organisation, top-down process, in order to support organisational strategy and objectives. As a consequence, Infromation Security should not be considered as a solely a technical issue, but a governance challenge that involves, Because their strategy is becoming a major issue of concern for all types of organisations around the world, an effective ISG framework is required. Task Force and Entrust (2004) confirmed that adopting a framework is an important action in assisting organisations with integrating ISG into their CG practices, securing information, improving the efficiency of organisational processes, complying with regulations, and cultivating an acceptable IS culture.
In addition, ITGI (2006) clarifies that ISG is essential because it improves organisation's reputation, confidence and trust with customer relationship and with whom business is conducted, reducing operational costs by providing predictable outcomes and mitigating risks that may interrupt operations. ISO/IEC 27014:2013 and COBIT 5 for their strategy are two ISG best practice standard-based frameworks that have been developed by internationally recognized organisations.
Similar to ITG, there is no single best ISG framework or standard because organisations are different according to their requirements and risk tolerance (Love et al. 2010 ).
Security Risks in Cloud Computing
Implementing ISG is based on understanding the security risk, within an organisation. Security is the most important challenge and it is still the biggest concern in cloud computing, this is because of the uncertainty about privacy and security of information in cloud, at every level When an analogy is drawn between criminals and hackers, experts of cloud computing agree that cloud security is a step behind the development of technology in implementing it. There are various security issues for cloud computing as it includes several technologies including operating system, networking, virtualization, concurrency control, database and load balancing. Therefore, security issues in most of these technologies are applicable to cloud computing. For example, the network that communicates the systems in the cloud must be secure. Moreover, the virtualization model in cloud computing leads to more security concerns. Data security includes encrypting the data with securing that a suitable policy are applying for data sharing. Besides, resource allocation and memory management systems must be also secure (Sen 2013 ).
The full utilization of cloud based services by any organisation or by any individual depends on the security of their personal information, which is the biggest concern (von Solms & van Niekerk 2013). Irrespective of whether it is a service provider an organisation or an individual, there are security issues that concern every stakeholder in adoption of cloud. The security can be summarized into these principles: confidentiality, availability, and integrity (CIA)  Security Risk: most of studied shows that the security risk is the most importance should considered when adopting cloud computing services in government organisations or even private sector and it typically ranked the top cloud computing adoption concerns (Elena & Johnson 2015) . Security risks are the major impediment and information always comes with security and risk problems. According to the Cloud Security Alliance, the security of cloud computing is the biggest concern for the organisations. Implementing cloud computing in any organisation means that all the data is shifted to external cloud which increases the exposure of threats from hackers (Sen 2013) . Therefore, before implementing cloud computing, be aware of potential security risks in the organisation is very important. Since, there are many different ways of classifying security risks. These risks are reliant on the service cloud model that are used. The cloud providers have to be controlled because the further security the customers is responsible for. Consequently, the customers of infrastructure as a service wants to construct in security as they are mainly responsible to that, while in the software as a service environments security controls and its possibility as the privacy and the compliance are converted in the agreements for service. It is important that for the customers or users to understand what the cloud provider holder the issues such as configuration management and cover management when they build new operating system or upgrade it to new one likely the IT security hardware and software which the provider is consuming and how to be protected. In other case of IaaS and PaaS, the cloud providers have to be simplify the type of IT security. So, the users are expected to put into place. Moreover, by SaaS , the users is still wishes to offer access security over its own their systems, that could also being to know how management system or a local access control their applications (Pearson 2013 ).
The risks to information assets established in the cloud can vary according to the cloud delivery service models used by cloud user organisations. Table 1 provides some of risks for cloud according to CIA security model and their linked to each of the cloud delivery models.
Some of the security risks in cloud computing can affect the services in the cloud (IaaS, PaaS and SaaS) posing threats on the CIA of the systems in these services. However, some risks only affect two or one of the service models. 
Virtualization Security Risks in Cloud Computing
The National Institute of Standards and Technology stated that security risks are the main obstacle that delays the adoption of cloud computing (Kshetri 2013) . Cloud computing has some vulnerabilities that might affect the core principles of information security. Vulnerability in cloud computing refers to weaknesses in the system that might be exploited by an attacker to obtain unauthorized access to the resources. Whereas, threats refer to vulnerability being abused by an attacker to obtain unauthorised access to the resources (Hashizume et al. 2013 ).
In the survey of the literature by Modi et al.( 2013) show security issues at different layer in cloud computing and they are:
 The application level issues.
 The network level issues.
 The data storage level issues.
 Virtualization level issues.
 Authentication and access control level.
 Trust layer level issues.
Virtualization is an important component in cloud computing and it helps cloud computing to deliver its services. In the next section, virtualization is explained along with some of the security concerns in more detail.
Virtualization
Virtualization has a crucial role in cloud computing as it is helping the IT industries to lower the cost and improve the performance of their applications (Sabahi 2011). Virtualization means "A way of making a physical computer function as if it were two or more computers where each non-physical or virtualized computer is provided with the same basic architecture as that of a generic physical computer. Virtualization technology therefore allows the installation of an operating system on hardware that does not really exist " (Carlin 2011).
In virtualization, the resources can be joint or spilt through multiple environments. These environments are called virtual machines (VMs). The virtual machine host the guest operating system (Buyya et al. 2009 ). A hypervisor is one of visualization components which permit the guest OS to be hosted on host computer (Sabahi 2011).
One of the characteristics of cloud computing is multi-tenancy. Shared infrastructure and partitioning virtualization are provided by multi-tenancy to facilitate better utilize computing resources (Abd et al. 2015) . Multi-tenancy is defined as " Multi-tenancy is a property of a system where multiple customers, so-called tenants, transparently share the system's resources, such as services, applications, databases, or hardware, with the aim of lowering costs, while still being able to exclusively configure the system to the needs of the tenant" (Kabbedijk et al. 2015) .
There are two kinds of multi-tenancy: the multiple instance and native multi-tenancy. In multiple instance, each tenant served by devoted application instance from a shared OS, hardware and middleware server in a hosted environment. However, the native multi-tenancy one instance of a program can serve several tenants over many hosting resources. In a SaaS model, multi-tenancy can be applied to four different software layer: application layer, middleware layer, the virtual layer and the OS layer (Espadas et al. 2013 ).
While Multi-tenancy has brought significant benefit to cloud computing as it reduces cost and save energy, it has however from the perspective of security expert brought vulnerabilities as it may affect the confidentiality of the data held on the server (Aljahdali et al. 2013 ). Wu et al. 2010 admitted that eliminating the virtualization layer will avoid the security hazards caused by multi-tenancy but this will exclude a vital advantage for cloud service providers like VM mobility. VM mobility is very helpful in saving energy. However, normal security techniques used in Multi-tenancy cannot mitigated some threats when both attacker and victim are on the same physical machine (the server). To secure this vulnerability, it is important to understand how the attack is performed. Firstly, a target VM is identified by a network probing mechanism. The network probing mechanism is used to find the physical topology of a network that contains the servers connected to the network and the internet protocols (IP), which are used to recognise the victim. Secondly, by taking advantage of multi tenancy the attacker's VM is allocated close to victim's VM using a brute force attack. A brute force attack is a mechanism that is used by an attacker to run an attack operation multiple times until a breach is achieved.
Brute force is one of the most common data breaches attack methods used by attackers.
Finally, a side channel attack is generated based on the information gathered from the network probing to extract data from the victim's VM (Aljahdali et al. 2013 ).
In the virtualized (multi-tenancy) environment, each user is allocated a virtual machine that host a guest operating system. The virtual machines (VMs) that belong to different users can share the same physical resources that allows resource pooling. A virtual machine monitor is used to control the VMs and allow the many OS to run on the same physical hardware (Ali et al. 2015) . The virtualized (multi-tenancy) environment has introduced security issues for instance VM isolation. VM isolation is the VMs that are running on the same physical hardware need to be isolated from each other. In spite of the VMs being logically isolated, they will still need to be isolated physically as they share the same physical storage and memory. Sharing the same hardware might lead to data breaches and cross VM attacks (Gonzalez et al. 2011 ) .
Moreover, VM migration happens due to load balancing, maintenance and fault tolerance, a VM can be moved from one physical hardware to another without shutting down the VM. This process might expose the data to the network that lead to privacy and integrity concern. The migrated VM can be compromised by an attacker to relocate the VM to an infected monitor or compromised server (Zhang & Chen 2012 ).
Furthermore, VM rollback occurs when VM can be rollback to pervious state when it is necessarily. This facility provides flexibility to the user but it raise a security problems.
Moreover, it might render VM to a vulnerability that was solved previously (Hashizume et al. 2013 ). In addition, VM escape: the VVM or the monitor is a software that manage the VMs and the access to hardware. The VM escape happen when the malicious user trying to escape from the control of the monitor. The VM escape can provide the attacker the ability to access other VMs in the same hardware or might bring the monitor down (Jansen 2011 
Recommendation
In this section, security governance, virtualisation and security risks subjects that affect the organisation when moving to the cloud are described and a set of recommendations related to these domains are further illustrated in Table 2 . It is important to have proactive and strategic leadership in order to ensure that the activities of information security are supported and understood at all organisational levels, and aligned with organisational objectives. In addition to that, when staff members see the management concern and attention to security, they understand the necessity and importance of security, therefore, its benefit the creation of security culture. 
Conclusion of this Chapter
In conclusion, the life blood of an orgnaisation is its data and information, therefore, compromising them could harm the orgnaisation. Governing the information security and aligning these strategies with organisational objectives is essential to the sustainability and the success of an organisation. Information security governance is a subset of corporate governance, and a task within the organisational structure of a company is to ensure that the organisation will survive and thrive. There is no universal governance model and there are no right or wrong governance frameworks, or standards because each organisation has its own culture, law and regulations, requirements, and risks. Security risks and virtualization in cloud computing have obtained attention from orgnasations.
Directing and controlling the use of IT in all the organizational levels is important in order to reduce all the possible risks. There are several risk triggers when adopting the cloud that need to be governed such as malicious insiders and account hijacking. Moreover, virtualization issues in cloud computing such as virtual machine image sharing is one of the most threaten issues that need to be directed and controlled. By governing the possible risks including such risks the organisation will survive and thrive.
